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Need to Know is an unclassified open-source, mulfi-platform media collaion, produced by CSIS
Academic Outreach & Stakeholder Engagement, on issues considered relevant to Canada’s broad
national security interests. The objective is to highlight and share a diverse array of perspectives on
Canadian and global security matters, with a focus on emerging developments and sources of expertise

across disciplines. Inclusion of a document, source, expert or event does not constitute endorsement by,
or affiliation with, CSIS.

Tracking & Combatting Disinformation

Doppelganger: Media clones serving Russian propaganda — This report exposed a
Russia-based influence operation network and describes the way the operation used
‘clones’ of authentic media sites to target users with disinformation. The operation is

described as a cross-platiorm campaign used o
promulgate Russian government narratives |
about Ukraine. This coordinated operation
involved cloning the appearance and credit of
authentic journalistc content to disseminate
blatant disinformation, EU DisinfoLab. Read
here.

Deny, Deceive, Delay (Vol.2) Exposing New
Trends in Climate Mis-and Disinformation at

COP 27 - This report on climate disinformation detected in the context of COP 27 includes
a section on conspiracies and findings like those relaiing to the propagation of
‘wokewashing’ narrafives by Chinese and Russian networks online, including by State-
linked outlets, Institute for Strategic Dialogue. Read here.

Handbook to combat CBRN disinformation - January 2023 —Mis- and disinformation
about chemical, biological, radiological, and nuclear (CBRN) weapons is a growing
problem, which can be exploited by both state and non-state threat actors. To combat this
phenomenon, tis handbook aims at enhancing understanding of CBRN disinformation on
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PODCASTS OF NOTE

CanadaLand

In this episode of the podcast,
journalist Sam Cooper discusses his
investigative journalism on China’s
foreign interference in Canada.

LISTEN HERE

Humans in Public Health

In this episode of the Brown School
of Public Health podcast, Claire
Wardel of FirstDraft discusses mis-
and disinformation, parficularly in a
public health context.

LISTEN HERE

NewDeal

Could China and the US go to war or
do economic interdependencies
preclude the possibility? This
podcast episode from IFRI explores
the currentconfliict and future
scenarios [in French].

LISTEN HERE
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https://www.disinfo.eu/wp-content/uploads/2022/09/Doppelganger-1.pdf
https://www.isdglobal.org/wp-content/uploads/2023/01/Deny-Deceive-Delay-Vol.-2.pdf
https://www.canadaland.com/podcast/854-big-trouble-with-meddling-china/
https://soundcloud.com/brownpublichealth/fighting-misinformation-disinformation
https://www.ifri.org/fr/espace-media/lifri-medias/une-guerre-prochaine-entre-chine-etats-unis-possible
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social media and bolstering competencies to prevent and respond to disinformation with a specific focus on techniques for debunking
false information, United Nations Interregional Crime and Justice Research Institute (UNICRI). Read here.

Forecasting Potential Misuses of Language Models for Disinformation Campaigns - and How to Reduce the Risk, For
malicious actors, advances in machine learning offer the possibility of automating the creation of convincing and misleading text for use
in influence operations. This document is the product of a workshop bringing together leading disinformation researchers, machine
learning experts, and policy analysis to address this scenario. The resuling report outines the threats that language models pose o
the information environment if used to augment disinformation campaigns and infroduces a framework for analyzing potential
mitigatons, Computers and Society. Read here.

Frontier Influencers: the new face of China’s propaganda — This report explores the Chinese Communist Party’s use of ‘fontier
influencers’ to promote propaganda for the regime, including on YouTube and other social media platiorms. The authors suggest this
use is an example of CCP wilingness 1o experiment and innovate in shaping online poliical discourse, particularly on those topics that
have the potental to disrupt its strategic objectives, Australian Strategic Policy Institute. Read here.

See also: 1 Key for 1 Lock: The Chinese Communist Party’s Strategy for Targeted Propaganda, Recorded Future. Read here.

-
g UPCOMING EVENTS ’ ! i

-
2023 Awards Breakfast with Keynote Jody Thomas (NSIA)
2March 2023 \yomen in Defence and Security (WIDS)
Register here. ($) DIVERSIONS
Test your sartorial and contextual
o March 2023 18" Annual IPAC Leadership Summit acumenin wit Chronophobo.
arc Insfitule of Public Administraon Canada Five photos, five opportunites o
Register here. ($) situate them in ime. Check it out
o here.

Feedback? Please email

8 March 2023  SRISeminar Series with Suresh Venkatasubramanian AO-LR@smtp.gc.ca

Schwarz Reisman Institute for Technology and Society
Register here.

Arctic Encounter Anchorage
23-31 March  arcic Encounter Symposium
2023 Register here. (9)

This is Black History Month. Learn more and access videos with about Black History in Canada here.

Canada


https://unicri.it/Publication/Hanbook-to-combat-disinformation
https://arxiv.org/abs/2301.04246
https://www.aspi.org.au/report/frontier-influencers
https://go.recordedfuture.com/hubfs/reports/ta-2022-0928.pdf
https://wids.ca/events/details&e=58
https://ipac.ca/iCore/Events/Event_display.aspx?EventKey=LEADER23&WebsiteKey=858816d3-b17f-4d39-b926-f499484db52c
https://srinstitute.utoronto.ca/events-archive/seminar-2023-suresh-venkatasubramanian
https://www.arcticencounter.com/arctic-encounter-anchorage-2023
https://www.canada.ca/en/canadian-heritage/campaigns/black-history-month.html
https://www.chronophoto.app/game.html

